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SAFESP®T This presentation «'CVIS

COOPERATIVE SYSTEMS
FOR ROAD SAFETY

« Short introduction of CVIS/DEPN and Safespot/Blade

» Liability issues (taking a Safespot V21 application as an example)
» Associated issues of legal evidence and privacy

» Possible mitigation strategies

* Health warning! This is WORK IN PROGRESS

[ — ]
European Commission
Information Society and Media



SAFESPOT Safespot/Blade «'CVIS

COOPERATIVE SYSTEMS
FOR ROAD SAFETY

Safespot objectives

design cooperative systems for road safety based on vehicle to vehicle
(V2V) and vehicle to infrastructure (V2I) communication.

prevent road accidents by developing a "SAFETY MARGIN ASSISTANT" to
detect in advance potentially dangerous situations and extend, in space and
time, drivers’ awareness of the surrounding environment.

SP 6: BLADE (Business models, Legal Aspects and Deployment)

defining an organisational architecture, including roles, responsibilities and
interrelationships

analysis of leqal aspects which have to be considered for an efficient

deployment programme:

assessment of the IP- applications/ systems/services in terms of
identification of impact, market assessment and financial assessment.

identification of business model suitable for systems, applications and
services addressed by the IP.

identification of suitable steps to reach the goal of the IP
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SAFESP®T CVIS Key Objectives «'CVIS

COOPERATIVE SYSTEMS
FOR ROAD SAFETY

 To create a unified technical solution allowing all vehicles and
Infrastructure elements to communicate with each other in a
continuous and transparent way

 To address issues such as user acceptance, data privacy and
security, system openness and interoperability, risk and liability,
public policy needs, cost/benefit and business models, and roll-out
plans for implementation — addressed in the Sub-project
‘Deployment Enablers’.

« DEPN Topic 6 particularly focuses on ‘Risks and Liability’
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SAF/E@gT Legal Activities within Safespot & CVIS KCV S

COOPERATIVE SYSTEMS
FOR ROAD SAFETY

 Objective

To analyse the legal aspects of market introduction of SAFESPOT/CVIS
applications/systems/services

« Approach
* Analyse existing studies regarding legal aspects of ADAS

 Examine and describe specific legal issues in relation to
SAFESPOT/CVIS-systems

 Strong focus on liability and insurance aspects and associated issues of
legal evidence and privacy

« Safespot: incident scenarios - general principles — more in depth study
of Dutch and English law

* CVIS: development and analysis of use-cases

 Devise tools to manage liability (e.g.model contracts) and draft
recommendations for minimising the effects of liability which could
create obstacles to deployment
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SArespe7 | CoOOPperative systems raise specific VIS
R SmALT S questions

« There are more parties involved, all with their own responsibilities for
the proper functioning of elements of a cooperative system

« Safespot/CVIS systems: systems that cooperate rather than one
cooperative system

« Growing technical interdepencies between vehicles and between
vehicles and the infrastructure may also lead to system failure -
scenarios that must to a large degree be characterised as an unlucky
combination of events (“a freak accident”) or a failure for which the
exact cause simply cannot be traced back (because of the technical
complexity).

* There is no Mr. Safespot/CVIS with an overall responsibility for
delivering the products and services to the end user

« Triggers questions about responsibilities and potential liability of the
actors involved
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AFESPRT SMA concept and selection of FCVIS
CogERAIYE TS applications

V2V: Vehicle based applications (SP4)
* Road intersection safety function
 Road condition status: slippery Road
» Speed limitation and safety function

V2I: Infrastructure based applications (SP5)

« Safe speed an manoeuvre to approach the intersection warning
» Local danger warning: Road surface status

 Speed alert
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SATESPT CCVIS

COOPERATIVE SYSTEMS
FOR ROAD SAFETY
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SAF/ESFPgT Incident scenario (Safespot — Speedalert) ¢(CV s

COOPERATIVE SYSTEMS
FOR ROAD SAFETY

e During the night, Driver 1 is driving a vehicle equipped with an SMA on a
provincial road. The maximum speed limit for this type of road is 100
km/hour.

 Because of a dangerous bend, the maximum speed level for this section of
the road is reduced to 60 km/hour.

« The SMA system did not detect the reduced speed limit and Driver 1 keeps
driving at the previously allowed maximum speed limit of 100 km/hour.

* Due to his inappropriate speed, Driver 1 can not keep to his lane and the
car drifts over the centre line and collides with Driver 2, coming from the
other direction.

« Both Driver 1 and Driver 2 are badly injured and their cars severely
damaged.

Malfunction may be caused by

- OBU In D’s vehicle

- RSU

- Inadequate speed limit data provided by the authorities
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SAFESPOT

COOPERATIVE SYSTEMS
FOR ROAD SAFETY
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SAF/ESPAT Liability Driver 1 towards Driver 2 ¢CVS

COOPERATIVE SYSTEMS
FOR ROAD SAFETY

« Failure of in-vehicle equipment represents a risk typically associated with the
exploitation of a motor vehicle for which the driver/owner can be held responsible
(NL, UK, many other jurisdictions) -> OBU failure no defence towards Driver 2.

« Driver 1 cannot be held responsible for failure of out-of-vehicle equipment not falling
within his sphere of control/responsibility -> RSU or communication failure a defence
for Driver 17

— An optional, privately operated system will most likely be considered to fall within
the sphere of control/responsibility of the driver

— Furthermore it will be upon Driver 1 to prove that there was a failure of out-of-
vehicle-equipment (on the balance of probabilities)

— Courts may then still reject this defence on the basis of lack of a causal link
between failure and accident or on the basis of the policy argument that liability
consequences of failure of out-of-vehicle equipment should be left to the
mechanisms of subrogation and right of recourse

« SAFESPOT-Systems may also have an ‘intensifying’ effect on the driver’s liability
towards third parties (warning him of dangers that would otherwise be outside his
scope of perception)

 However, this would require that third party claimant is able to prove (on the balance
of probabilities) that the driver of the probe vehicle ignored a warning.
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SAF/ESPgT Non-contractual liability of OEM/system < CVIS

COOPERATIVE SYSTEMS

FOR ROAD SAFETY manufacturer towards Driver 17

 The producer shall be liable for damage caused by a defect in his
product (Directive 85/374/EEC)

» Directive 85/374/EEC defines “defect” in terms of (legitimate)

consumer expectations (not providing the safety person is entitled to
expect).

— Manufacturing defects
— Design/presentation defects

« All circumstances are taken into account (forseeable use, time of
marketing, presentation of the product, etc.)
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SAF/E@gT Non-contractual liability of OEM/system ((CV s

R ROAD SArer manufacturer towards Driver 1?

» Important factors in relation to Safespot/CVIS-systems are:

« Whether the implied aim of the system is to take
responsibility of the driver (the mere statement that a system
IS only meant to support will not necessarily be decisive)

* Whether the inherent system limitations could be and were
understood by the user (presentation may be essential)

» the user’s ability to avoid the dangers by the exercise of care
In the use of the product. The average driver that will also
have his moments of lowered attention and carefulness will
be the benchmark.

» Balancing risks and benefits!?

 The manufacturer is (in principle) not liable for safety defects caused
by services independently delivered through the in-vehicle
equipment.
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SAF/ESPgT Infrastructure manager/owner liable ((CV s

COOPERATIVE SYSTEMS tow ard S d river 17

FOR ROAD SAFETY

. Most applications foresee a prominent role for infrastructure
managers/owners

. On a functional/operational level the involvement of infrastructure
managers/owners may take different forms. They may be:

1) responsible for road side components of the SAFESPOT system (e.g. RSU,
VMS)

2) (public) service provider (providing information to drivers through VMS signs or
providing electronically communicated data to equipped vehicles)

3) content provider for third parties (e.g. speed limits)

. Non-contractual liability exposure for infrastructure managers is most
prominent in relation to 1) and 2)

. Under Dutch law a strict liability exists for infrastructure managers for
defective roads. The standard of liability basically comes down to a road
user expectation test (comparable with the consumer expectation test in
the context of product liability)
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SAF/E@gT Liability exposure of OEM/system manufacturer and CVIS
R T infrastructure managers (tort law)

FOR ROAD SAFETY

« Liability risks for system providers and road infrastructure managers cannot be
excluded, but they should neither be overstated

« Liability law should be treated as a design parameter, which may be illustrated by
some key messages from the RESPONSE projects.

« The term defective product has not only a technical but also a human factors
meaning

« System safety in this context is orientated to the least informed and most
endangered consumer

« However the concept of Cooperative Systems with its complex technical
interdependencies puts new emphasis on the duty to anticipate ‘external’ failures and
interruption of service

« Design on a modular basis and pre-defined quality and safety standards and
certification procedures may help to overcome liability concerns in this context

« Special reference in this context can be made to the Code of Practice containing
established “principles” for the development and evaluation of ADAS (RESPONSE 3).
A tailoring of this Code of Practice towards SAFESPOT-Systems (and other
Cooperative Systems) may be helpful
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SAF/ESPgT Responsibility and risk allocation between ((CV s

COOPERATIVE SYSTEMS t h e aC t O rS

FOR ROAD SAFETY

(Contractual) agreements between public authorities, infrastructure
managers and service providers concerning the timely and complete update
of data form an important lever for many SAFESPOT/CVIS applications

To provide more clarity on the roles and responsibilities of the different
actors (especially public authorities/road managers) pre-defined
performance requirements could be drafted and made part of standard
contracts between the involved stakeholders.

SAFESPOT has a strong focus on urban/rural roads for which a large
number of road managers are responsible. This may call for specific
administrative entities for bundling public information from the different
public authorities. Ensuring interoperability and geographical coverage is
likely to require legislative intervention.
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SAF/E@AT Contractual liability ((CV S

COOPERATIVE SYSTEMS
FOR ROAD SAFETY

« Users may also have a contractual relationship with system sellers and
service providers

* Questions of allocation of risks between the actors in the chains of
manufacturing, sales and operation mainly governed by contract law and
insurance

« These questions also relate to types of damage of a more commercial
nature such as recall costs, business interruption and losses of sales

« Contractual Matrix was drafted to describe the type of contracts that may
govern the relation between the different actors, the standard terms we
would anticipate to characterize such contracts, as well as some important
general statutory constraints to the principle of freedom of contract
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SAFESPOT

COOPERATIVE SYSTEMS
FOR ROAD SAFETY

Contractual Matrix

«CVIS

Contract nr. | Party A Party B Nature of the contract Comments
1 Driver 1 Car dealer/system Standard contract of Party B Party B might also
provider but subject to provisions of have product
1. Sale of Goods legislation liability/tortious
2. Consumer Protection exposure to Driver 1
regulations
2 OEM/system (Component) Likely to be individually Both parties have
manufacturer Supplier negotiated, dependent on product liability
parties’ respective bargaining exposure to Driver 1
power
3 Driver 1 Service provider Standard contract of Service Service Provider not
supplier but subject to exposed to product
Consumer Protection liability, but has
legislation/regulation theoretical tortious
exposure to Driver 1

*
***
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SAFESPOT

COOPERATIVE SYSTEMS
FOR ROAD SAFETY

Contractual Matrix

«CVIS

Contract Party A Party B Nature of the contract Comments
nr.
4 Service provider | Content provider | Likely to be individually Contract terms likely to
negotiated |n|t|a”y, until depend on parties’
standard form contracts are - -
respective bargaining power
developed P Y gp
5 Infrastructure Service provider | As for 4 As party A may well be a
manager public sector entity, contract
may be subject to regulations
6 Infrastructure Content provider | As for 4? As for 5? As for 4
manager

*
***
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SAFESP@T Legal evidence and privacy «CVIS

COOPERATIVE SYSTEMS
FOR ROAD SAFETY

« Liability issues strongly related to questions of legal evidence: who
has to prove what?

« Establishing an audit trail;

« Data protection issues:
1. Agreement to disclosure in user agreements?

2. Public policy and the disclosure of ‘black
boxes’?

3. Degree of disclosure inherent in monitoring
devices already installed in vehicles, including cars, for
accident analysis purposes.
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Mitigation of Liabilities «CVIS

Quality of design and rigour of testing

Realistic management of expectations and clarification of system
limitations

Warnings, instructions, manuals, education and (possibly) training
Modular approach to applications

Certification and validation

Model contracts

Insurance

Pre-agreed claims procedures

Pre-agreed alternative dispute resolution procedures

A “without prejudice” restoration fund

Establishment of a Safespot/CVIS corporate structure — a front door
on which claimants may knock — “Mr Safespot/CVIS”



Preliminary conclusions/recommendations 4 CV S

A tailoring of the Code of Practice for ADAS towards SAFESPOT/CVIS
Systems (and other Cooperative Systems) might be helpful to overcome
liability concerns

The large number of road managers/authorities may call for specific
administrative entities for bundling public information from the different public
authorities. Ensuring interoperability and geographical coverage is likely to
require legislative intervention

To provide more clarity on the roles and responsibilities of the different actors
(especially public authorities/road managers) pre-defined performance
requirements could be drafted and made part of standard contracts between
the involved stakeholders

If SAFESPOT/CVIS systems are designed to include the processing of
personal data then legal data protection principles should be implemented in
the technical and organizational design. Data protection authorities should be
consulted for best possible practices



Why we should not overstate the problem ‘(CV S

Claims (for example from drivers towards manufacturers or road managers) can
never be excluded, BUT ...... will they also be successful?

Past experience

Plaintiff (in principle) still has to prove the facts to support his claim (e.g. safety
shortcoming in product, service or infrastructure conditions, requirement of a causal
link)

Recent studies do not reveal serious problems with the Product Liability Directive
Distinction between liability risks and reputational/commercial risks
Liability may also have a preventive effect.

— Duty to investigate

— Duty to anticipate

— Duty to warn and inform

— Duty to recall



